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1. Reporting Institution: Eastern lllinois University
2. Program Reviewed MS in Cybersecurity

3. Date February 5,2026

4. Contact Person Rigoberto Chinchilla

4.1. Telephone 217-581-8534

4.2, E-mail rchinchilla@eiu.edu

5. OVERVIEW

The EIU School of Technology developed in 2005 a post-baccalaureate certificate in Technology Security. Since the certificate’s inception
several other security-related courses have been developed within both the School of Technology and School of Business at EIU. By
building upon this strong foundation, the EIU School of Technology and School of Business have collaborated in developing the Master of
Science in Cybersecurity with the modification of existing classes for online or hybrid delivery and the creation of three new courses to
complement the cyber education of our students.

Consistent with the mission of the University, the Master of Science in Cybersecurity is available to both domestic and international students.
The program has been made available to students via different modalities, including face-to-face, hybrid and online. Students can participate
in the program either as a full-time or part-time student.

The two-year program completion requirement (inclusive of two summers) has had a two-day residential component upon completion of
the second semester, and a four-day residential component at the conclusion of the fourth semester for both laboratory experiences and a
4-day residential capstone experience immediately following those laboratory sessions. The program has an average of 25 students per year
since 2018.

Students are prepared to become leaders and technical managers in cybersecurity, which requires solid understanding of security
technology and organizational management principles and practices for graduates to make sensible and responsible decisions. Typical
positions our graduate students are working now include: Cybersecurity Consultants Network Security Specialists Information Assurance
Specialists Computer Security System Analysts Web Security Engineers Information Security Officers Information Security Operations
Managers Cybersecurity Administrators Identity Management Analysts IT Security Managers.

In addition to addressing four main objectives of the EIU Graduate School by the Council of Graduate Studies (CGS): 1) Depth of content
knowledge, 2) Critical thinking and problem solving skills, 3) Effective oral and written communication skills, and 4) Evidence of advanced
scholarship through research and/or creative activity, the M.S. in Cybersecurity has six main program objectives to prepare students for these
positions/careers. At the conclusion of the program, graduates will be able to:

1. Assess by analyzing technical and operational requirements, and enterprise level information cybersecurity system.

2. Construct the architecture of a typical cybersecurity system; identify significant vulnerabilities, risks, and points at which specific security
technologies/methods should be employed.

3. Conduct network penetration tests, troubleshoot, and implement attack countermeasures in a typical information system.

4. |dentify the components of cybersecurity layered structure for:

a. Network defense architecture

b. Access control and auditing

c. Continuous network monitoring

d. Real-time security solutions

5. Describe and apply the fundamental and advanced technologies, components, and issues related to communications, data networks, and
information systems.

6. Analyze network designs, topologies, architectures, protocols, communications, administration, operations, and resource management, for
wired and wireless networks that affect security of cyberspace.
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6. MAJOR FINDINGS AND RECOMMENDATIONS

The MS. in Cybersecurity program has evolved over the years based on the advancements in
cybersecurity technologies. The M.S. in Cybersecurity programs has thus focused on developing
changes in the different courses, while improving laboratory practices to accommodate the
advancements in the field of cybersecurity and data security.

The MS. in Cybersecurity collaborates with the MS in Technology program, providing several
cybersecurity courses not only to MS. In Cybersecurity students but also to MS in Technology
students. The cybersecurity field is now core content offered by the School of Technology courses.

Through computing and remote learning, we were now able to reduce the residency of the first
year just to two-full days and the final residency to 4 days of intensive laboratory practices and
practical projects. Another notable change is the incorporation of a new area within the field, which
is Cybersecurity forensics.

Beginning Spring 2021, cybersecurity forensics was incorporated as a core in our program. Studies
in this area will significantly enhance program offering in the field. These two upgrades are
described in more detail below. After our first semester of offering our students desired a more
flexible program. We quickly responded to that demand by adapting our course rotations to meet
their request. We discovered that our program needed more flexibility in the courses offered,
therefore we gave students different options according to their particular interest. The major
recommendations for the program which have been included in the M.S. Cybersecurity program
include the following areas:

- Cloud Cybersecurity Based Systems

- Cybersecurity Forensics

- Cybersecurity Compliance According to ISO Standards

- Improvement of Laboratory Facilities
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Participation

The enrollment of the Master of Science in Cybersecurity program has increased since initial
semester, when 2 students were accepted in the program for Spring 2019. Since the initial semester
the program has grown to see averaging 20 students over the past three years.

The demand and interest for the M.S. Cybersecurity degreed program have shown early growth
and maintaining the current enrollment numbers since its inception. The interests have been very
positive from both current undergraduate EIU and returning students.

EIU School of Technology is constantly seeking improvement even with limited resources. The
very creation of this program, the support given by the institution and the excellent response of the
faculty teaching and supporting the program have made the MSS. in Cybersecurity already a stable
program within our institution.

Although the improvements and challenges are never ending in this field, the institution has
responded with flexibility and resources to keep with the challenges of the field. The cloud-based
laboratory and the development of the Cybersecurity Forensics area within the program have been
the most noteworthy activities of the program.




Comments from the College Dean:

The Master of Science in Cybersecurity Program Review IBHE Report Summary results are
generally positive. The meeting of program challenges with the ever-changing cybersecurity
technologies has forced the program to be creative by making improvements to both classroom
curriculum and laboratory experiences.

Faculty teams research, discuss, and work closely to meet the needs of the students by addressing
those areas where the curriculum needs to be updated. The areas that are addressed include
improving curriculum, updating textbooks, and enhancing laboratory experiences, which are
extremely crucial to staying in touch with the ever-changing technologies associated with
cybersecurity and data security. These changes will ensure that that program will continue to
either exceed the targets for improvement in the program or remain successful in the coming
years.

VPAA Decision:
@ Program in good standing
O Program flagged for priority review

O Program enrollment suspended

VPAA Explanation:

Cybersecurity MS (430403)

The summary above describes the multiple innovations and adaptive strategies required for
running a successful M.S. in Cybersecurity program. With stable enrollment at over twenty
students, the program has responded swiftly to the changing needs of students, many of whom
would benefit from maximum flexibility to accommodate part-time schedules. The program
offered more flexible course rotations, a greater variety of expertise options in high demand
(especially cloud-based cybersecurity systems and cybersecurity forensics), the establishment of a
cloud-based laboratory, and the significant reduction in time of required on-campus residency
(two days) and laboratory experience (four days).
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Resources for Completing the Eight-Year IBHE Program Review Report

Section 5.0verview

This section will focus the review for your reader.

In no more than half a page, please explain your program’s mission and its relationship to

Eastern’s mission (and, if applicable, to the mission of graduate education). Identify similar programs in
the state; distinguish your program from others. You also should identify your program’s student learning
objectives and career/further education objectives, and summarize significant changes, achievements (by
faculty and students and the program itself), and plans.

Section 6. Major Findings and Recommendations

These are the standard IBHE questions.

a. Description and assessment of any major changes in the program:

e changes in the overall discipline or field

e student demand

societal needs

institutional context for offering the degree

other elements appropriate to the discipline in question

What, if any, internal or external events have affected your program since the last review? Have
enrollments, degree production, costs, student satisfaction, job placement, etc. changed significantly?
Has the discipline’s governing body approved a new name for the programs it represents; updated or
revised curricular requirements; identified new markets; developed new emphases? Have nationwide
demographic changes or social policies affected enrollments or requirements for good or for ill?

The resources listed below may help you respond to item 6.a:
1. EIU Institutional Research houses all EIU common data sets, program enrollment and graduation

data; see the “Facts & Figures” tab; staff members in IR are also available to help you assemble and
analyze different program data: https://www.eiu.edu/ir/

2. IBHE Data Points track public university enrollment data across lllinois:
https://www.ibhe.org/datapoints.html

3. IBHE Enrollment and Degrees Conferred Data Tool: https://enrollmentsdegrees.ibhe.org

4. CIP Code (classification of instructional programs) for each academic program, something you
need for using the IBHE tool above: https://nces.ed.gov/ipeds/cipcode/Default.aspx?y=56

5. EIU Career Services Annual Report: https://www.eiu.edu/careers/annualreport.php



https://www.eiu.edu/ir/
https://www.ibhe.org/datapoints.html
https://enrollmentsdegrees.ibhe.org/
https://nces.ed.gov/ipeds/cipcode/Default.aspx?y=56
https://www.eiu.edu/careers/annualreport.php

6.  Occupational projections are available from many professional journals and organizations, including:

a.Bureau of Labor Statistics: http://stats.bls.gov/
b.BLS Occupational Outlook Handbook: https://www.bls.gov/ooh/
c.ISBE’s Educator Supply and Demand Report: https://www.isbe.net/edsupplydemand
d.lllinois Workforce Information Center:
http://www.ides.illinois.gov/Pages/Workforce Information Center.aspx
e.0O*Net Online: https://www.onetonline.org

a. Description of major findings and recommendations, including evidence of learning outcomes and
identification of opportunities for program improvement

While 6.b also asks you to discuss other significant findings, it is basically the assessment section of the
program review. As such, the responses here are crucial to your review’s success. Departments unable to
demonstrate that their assessment programs meet the established guidelines will be expected to revise
those programs within six months of the final review deadline. The IBHE’s assessment guidelines are
appended to this document.

Since your overview already identifies your student learning objectives, focus here on the assessment
program and its results. What measures are you using to assess learning? How well are students
achieving the objectives identified for them? What are their specific strengths and weaknesses? What
changes have you made and will you be making because of your findings from assessment? Emphasize
direct assessment but mention the indirect measures you are using as well. Support your generalizations
with specific data/evidence. And be sure to include feedback from key stakeholders—students, alums,
employers, peer reviewers, etc.—since the IBHE requires it.

b. Description of actions taken since the last review, including instructional resources and practices,
and curricular changes

c. Description of actions to be taken because of this review, including instructional resources and
practices, and curricular changes

6.c and 6.d are straightforward. However, by this point, you already may have mentioned the most
significant actions your department has taken/is planning to take. Do not repeat yourself. Merely refer
the reader to a previous section or sections.

Section 7. Outcome

After consultation with the College Dean, the Provost’s Office will indicate whether the program will be
deemed “in good standing” or “flagged for priority review.” The latter category is used to identify
programs experiencing serious concerns—significantly low enrollments, high costs, negative accreditation
findings, below-average pass rates on statewide exams, below-average employment placement rates, a
continuing lack of satisfaction among students or employers, etc. Departments will be asked to examine
and address the identified concern(s) and report the results in an interim review, due in 1-3 years.
Typically, however, the IBHE program review results in a positive decision, and the next review is due in
eight years.
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